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1.	The	seven	C’s,	but	not	of	“crisis”	

So	many	blogs,	articles	and	studies	on	Einancial	crisis	lessons	have	been	
published	since	2008	that	one	would	think	we	covered	them	all. 	A	“tsunami”	of	3

new	rules	was	one	of	the	effects,	but	one	obvious	lesson	never	made	it	to	the	
legislative	Eloor:	the	banks’	group	risks.	Being	part	of	a	(large,	international,	
complex)	group	or	network	comes	with	risks	that	add	up	to	the	usual	menu	of	
sector-speciEic	risks	that	a	Chief	Risk	OfEicer	tackles.	Or	rather,	uncertainties	add	
up,	for	the	complexity	of	international	giants	and	cross-border	networks	isn’t	
easy	to	measure,	monitor,	let	alone	control.	Still,	there	are	tools,	also	included	in	
legislation,	to	control	these	“group	risks”,	and	they’ve	existed	since	2002.	

The	seven	group	risks	are	seven	C’s:	Capital,	Concentration,	Contagion,	
Complexity,	ConElicts	of	Interest,	Culture,	and	Cyber.	The	Eirst	Eive	were	taken	on	
board	of	the	European	legislative	framework	for	Einancial	institutions	(the	
Financial	Conglomerates	Directive	(FICOD)	and	the	Directive	for	insurance	
undertakings	(Solvency	II));	the	latter	two	are	subject	to	intense	observation	
studies	in	advance	of	legislation.	Surprisingly,	despite	clear	recommendations	by	
the	Basel	expert	bodies, 	group	risk	control	never	made	it	to	the	European	4

banking	rules	(CRD	IV),	and	banking	groups	can	only	be	subjected	to	the	group	
risk	regime	if	they’ve	got	a	signiEicant	insurance	leg.	

The	groups	we’re	talking	about,	are	also	referred	to	as	Large	Complex	Financial	
Institutions	(LCFIs),	groups	combining	several	kinds	of	business	in	one	group,	as	
illustrated	by	Eigure	1.	In	the	European	Union,	a	group	is	deEined	as	a	Einancial	

	Title	taken	from	Road	safety	in	London	advertorial	(2008)	to	watch	out	for	cyclists	in	trafEic,	1

using	the	famous	Eindings	by	Mack,	A.	and	Rock,	I.	(1998),	Inattentional	Blindness,	MIT	Press

	This	paper	heavily	draws	on	the	European	Commission	Staff	Working	Document	of	December	2

2012	on	the	fundamental	review	of	the	Financial	Conglomerates	Directive,	the	drafting	of	which	
was	one	of	my	tasks	as	Expert	National	Detache	at	the	time:	http://ec.europa.eu/
internal_market/Einancial-conglomerates/docs/121220_staff-working-document-
conglomerates_en.pdf.	Also,	I’m	grateful	to	the	various	institutions	that	enabled	me	to	teach	
supervisors	across	the	globe	about	how	they	could	use	their	powers	as	provided	by	legislation	in	
a	situation	of	group	risks:	the	European	Commission,	the	European	Supervisory	Authorities	and	
their	Joint	Committee,	the	Joint	Forum	and	the	other	colleagues	at	the	BIS,	in	particular	those	of	
the	Financial	Services	Institute,	the	FDIC	training	centre	in	Arlington,	the	IMF,	and	last	but	not	
least	De	Nederlandsche	Bank.

	The	Eirst	papers	on	group	risk	crisis	lessons	were	published	by	the	Joint	Forum	in	spring	2008	3

and	included	the	observations	of	credit	default	swaps	contaging	the	system,	which	materialized	
in	the	fall	of	2007:	Joint	Forum,	Credit	Risk	Transfer	(July	2008)	and	Cross-sectoral	review	of	
group-wide	identiEication	and	management	of	risk	concentrations	(April	2008)

	Joint	Forum	revised	principles	for	supplementary	supervision,	Basel	Committee	4

on	Banking	Supervision	(September	2012)

https://www.youtube.com/watch?v=Ahg6qcgoay4
http://ec.europa.eu/internal_market/financial-conglomerates/docs/121220_staff-working-document-conglomerates_en.pdf
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conglomerate	only	if	it	combines	activities	at	the	bottom	left,	banking	activities,	
and	the	bottom	right,	insurance	activities.	Even	more	speciEic,	a	banking	group	is	
deEined	as	a	Einancial	conglomerate	only	if	more	than	10%	of	its	equity	is	in	its	
insurance	leg,	or	more	than	6	billion	euro	in	insurance	assets.	In	Basel,	on	the	
other	hand,	a	Einancial	conglomerate	is	a	group	that	combines	two	or	more	kinds	
of	business:	commercial	banking,	securities	trading,	investments,	insurance,	or	a	
non-regulated	Einancial	business.	The	deEinition	of	Einancial	conglomerate	is	a	
debate	in	itself,	from	which	I	will	refrain	in	this	paper,	which	focuses	on	complex	
banking	groups.	

Figure	1.		
Business	activities	that	can	be	combined	in	a	large	complex	Einancial	group	

INVESTMENT BANKING / SECURITIES  ASSET MANAGEMENT 

COMMERCIAL BANKING    INSURANCE 

In	this	paper	I’ll	explain	what	the	seven	group	risks	are	about,	give	examples	of	
how	they	can	be	addressed,	and	examples	of	regulatory	tools	that	have	been	
available	for	supervisors	in	the	European	Union	to	enforce	the	management	of	
group	risks.	I’ll	conclude	with	an	idea	of	how	to	include	these	tools	in	the	rules	
for	complex	banking	groups.	

2.	Which	EU	legislation	is	in	place	for	complex	Ainancial	groups?	

The	FICOD,	adopted	in	2002,	followed	the	Joint	Forum’s	principles	of	1999,	
aiming	in	particular	to	provide	methods	for	assessing	the	capital	adequacy	of	
conglomerates,	read	detecting	multiple	gearing	in	groups	of	licenses	with	
different	capital	requirements.	Furthermore	it	facilitated	the	exchange	of	
information	and	coordination	among	supervisors.	Last	but	not	least	it	

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32002L0087#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32002L0087
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empowered	supervisors	to	enforce	the	prudent	management	and	control	of	risk	
concentrations	and	intra-group	transactions	and	exposures.	

In	fact,	the	concept	of	groups	being	exposed	to	other	“risks”,	better	said	
uncertainties,	than	sector-speciEic	risks	was	acknowledged	as	early	as	in	the	
Insurance	Groups	Directive	(IGD,	1998).	Solvency	II,	developed	since	2004	and	
published	in	2009,	improved	the	IGD	provisions	by	copying	FICOD’s	concept	of	
group	risks	in	complex	groups.	It	included	group	risk	provisions	in	its	Title	III.	So	
insurance	groups,	even	when	they	don’t	have	a	banking	leg,	still	have	to	monitor	
and	control	their	group	risks.	Omnibus	II	expanded	and	amended	the	2009	
framework	directive	into	a	new	version,	specifying		the	group	risk	provisions	
even	further. 	5

Omnibus	I	(2010)	added	a	living	will	requirement	to	FICOD	Article	9,	and	FICOD1	
added	a	transparency	requirement	for	the	legal	and	organisational	structures	of	
groups	as	well	as	a	requirement	for	supervisors	to	make	the	best	possible	use	of	
the	available	governance	requirements	in	CRD	and	Solvency	II.	These	
requirements	were	later	strengthened	by	the	Bank	Recovery	&	Resolution	
Directive,	BRRD	(2014).	

The	revision	of	FICOD	(FICOD1,	2011/89)	addressed	the	main	lesson	learnt	
during	the	Einancial	crisis	of	2007-2009	with	respect	to	the	supervison	of	large	
international	groups:	supervisors	appeared	to	have	no	enforcement	powers	to	
perform	consolidated	banking	supervision	and	insurance	group	supervision	at	
the	level	of	the	ultimate	parent	entity,	if	that	entity	was	a	mixed	Einancial	holding	
company.	With	FICOD1	enforcement	powers	at	ultimate	parent	level	were	
provided	for	both	banking	groups	and	insurance	groups. A	major	consequence	6

was	that	sector-speciEic	capital	requirements	had	to	be	met	at	this	ultimate	
parent	level,	forcing	many	European	groups	that	had	been	double	gearing	their	
group	capital	before,	to	step	up	the	strengthening	of	their	capital	at	ulitmate	
parent	level	as	from	December	2011.	With	FICOD1	it	was	no	longer	possible	to	
attract	bonds	at	group	level	and	downstream	the	attracted	funds	as	if	it	was	
equity	to	the	regulated	subsidiaries.	

The	general	objective	of	the	supplementary	legal	framework	is	to	detect,	monitor	
and	control	group	risks	and	prevent	regulatory	arbitrage.	Group-wide	
requirements,	enforceable	at	ultimate	parent	level,	are	important	to	achieve	that	
end. 	The	framework	assumes	that	sector-speciEic	risks,	taken	by	the	authorised	7

	Article	328-364	Solvency	II	implementing	directive5

	In	addition,	FICOD1	introduced	a	waiver	for	the	smallest	conglomerates,	added	a	transparency	6

requirement	for	a	group’s	legal	and	operational	structures,	and	brought	non-harmonised	asset	
managers	(hedge-funds)	within	the	scope	of	supplementary	supervision	in	the	same	way	as	
harmonised	asset-managers

	Currently,	FICOD-provisions	are	addressed	at	the	regulated	entities	in	a	group.	If	the	parent	7

entity	is	a	holding	company,	the	group	risk	provisions	don’t	aim	at	the	parent,	unlike	CRR	art	11	
and	Solvency	II	art	213

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32009L0138#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32009L0138
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015R0035#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015R0035
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32014L0059#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32014L0059
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:326:0113:0141:EN:PDF#http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:326:0113:0141:EN:PDF
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entities,	are	sufEiciently	addressed	in	the	sector-speciEic	(authorisation)	
frameworks.	

Remaining	lessons	were	mentioned	in	the	FICOD1	revision:	“in	particular,	the	
scope	of	that	Directive,	including	whether	the	scope	should	be	extended	by	
reviewing	Article	3,	and	the	application	of	that	Directive	to	non-regulated	
entities”.	Moreover,	the	European	Parliament	asked	the	Commission	to	consider	
including	Einancial	conglomerates	owned	by	wider	non-Einancial	groups,	whose	
total	activities	in	the	Einancial	sector	are	materially	relevant	in	the	internal	
market	for	Einancial	services.	In	the	same	context,	“the	report	shall	cover	
systemically	relevant	Einancial	conglomerates,	whose	size,	inter-connectedness	
or	complexity	make	them	particularly	vulnerable”. 	In	other	words,	any	complex	8

giant	in	the	Einancial	sector	may	have	to	become	subject	to	supplementary	
supervision	of	group	risks,	regardless	whether	it	has	got	both	a	banking	and	an	
insurance	leg	or	not.		

Today,	the	Commission	hasn’t	seen	an	opportunity	to	live	up	to	the	request	yet,	
which	implies	that	major	crisis	lessons	remain	unaddressed.	The	existing	tools	to	
address	group	risks,	however,	can	still	be	applied	by	large	international	groups,	
also	when	they’re	not	subject	to	FICOD	or	Solvency	II.	

3.	What	are	the	group	risks	and	how	should	they	be	controlled?	

Group	risks	are	risks	that	are	inherent	to	being	part	of	a	complex	network	of	
legal	entities,	a	group	or	a	broader	network	of	legal	entities.	Apart	from	the	
obvious	potential	of	regulatory	arbitrage	within	one	group	with	different	licenses	
(allocate	activities,	if	possible,	in	the	entity	with	the	lowest	regulatory	
requirements),	group	risks	are	generally	considered	to	include	the	risk	of	
multiple	gearing	of	capital,	the	risk	of	contagion,	risk	concentration,	conElicts	of	
interest,	and	complexity	(the	5	Cs).	Lately,	information-technology	and	
computers,	i.e.	cyber	risks,	and	culture,	are	regarded	as	potentially	harming	the	
soundness	of	the	group	as	a	whole	and	the	entities	in	it	as	well.	Among	these	are	
risks	that	increase	with	size	and	complexity:	leverage	risk	and	funding	risk,	
within	capital	as	a	group	risk.	Having	mentioned	this	list	of	C’s,	it	may	be	obvious	
that	group	risks	are	not	risks	in	the	Knightian	sense	of	the	word,	but	
uncertainties,	since	it’s	very	difEicult	to	follow	movements	and	Eind	a	pattern	that	
may	make	outcomes	predictable	with	assigned	probabilities	for	these	seven	C’s.	
Rather,	group	risks	are	identiEied	when	stress	testing	a	normal	situation	against	
extreme	situations.	Or	worse,	group	risks	materialize	in	a	crisis,	when	the	group	
is	hit	by	a	shock	and	appears	to	be	vulnerable	all	over	the	group. 	9

	Article	5	of	revising	Directive	2011/898

	International	groups	themselves	mention	regulatory	risk,	or	political	risk,	as	a	major	group	risk	9

(e.g.	MAPFRE’s	Global	trends	in	risk-based	supervision,	2014,	p.	10;	EFR,	2013	p.	16;	Deutsche	
Bank	2015,	p.7).	The	reality	of	operating	in	many	different	jurisdictions	implies	an	uncertainty	as	
to	regulatory	compliance	and	consistency	of	the	rules,	which	they	impossibly	can	control.	This	
applies	both	to	politically	driven	regulatory	changes	and	to	the	application	of	rules	under	stress.	
This	is	a	real	aspect	hampering	effective	governance	in	international	Einancial	groups,	but	not	
covered	in	this	paper.

https://eiopa.europa.eu/Publications/Speeches%2520and%2520presentations/6_GIS2014_Global_trends_in_risk-based_supervision_Esteban_Tejera_MAPFRE.pdf#https://eiopa.europa.eu/Publications/Speeches%252520and%252520presentations/6_GIS2014_Global_trends_in_ris
http://www.efr.be/documents/news/82.%2520EFR%2520Brochure%2520-%2520supporting%2520EU%2520long-term%2520financing%252024.09.2013.pdf#http://www.efr.be/documents/news/82.%252520EFR%252520Brochure%252520-%252520supporting%252520EU%252520long-term%252520financing%25252024.09.2013.
http://www.economistinsights.com/sites/default/files/FinancingtheFragileEconomicRecovery.pdf#http://www.economistinsights.com/sites/default/files/FinancingtheFragileEconomicRecovery.pdf
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Assessing	group	risks	is	all	the	more	important	in	a	context	where	risk-based	
supervision	is	organised	according	to	apparently	distinguishable,	pre-deEined	
risk	categories,	the	detectability	of	which	is	often	an	illusion	(Hutter	2005).	The	
Solvency	II	framework	recognised	this	by	adding	a	separate	chapter	on	group	
supervision	to	the	chapters	on	dealing	with	sector-speciEic	risks.	Consequently,	
Solvency	II	and	FICOD	overlap	to	a	large	extent	in	both	aim	and	substance. 	10

The	Joint	Forum	pointed	out	that	accounting	consolidation	mitigates	supervisory	
concerns	as	to	double	gearing.	The	two	main	tools	to	control	the	other	group	
risks	are	structural	regulation	(certain	types	of	Einancial	business	activities	are	
not	compatible)	and	behavioural	regulation	(corporate	structure	and	internal	
incentives	should	be	adequate	for	proper	group-wide	risk	management)	
(Lumpkin	2010,	p.	120).	Structural	regulation	applies	to	risk	concentration,	
contagion	and	complexity	of	the	group	structure.	It	starts	with	a	picture	of	
exposures	against	stressed	situations	and	results	in	ringfenced,	re-structured		or	
de-risked	parts	of	the	group.	Behavioural	regulation	applies	to	conElicts	of	
interest	and	governance,	the	latter	including	culture	and	cyber-issues.	It	starts	
with	investigating	who	has	got	which	interest	and	results	in	incentive	compatible	
intra-group	or	intra-network	contracts,	explicit	awareness	and	agility.	

3.1	Capital	as	group	risk	

The	Joint	Forum	investigated	economic	capital	models	and	their	use	in	capital	
calculation	and	risk	aggregation	in	order	to	understand	how	capital	and	risks	are	
aggregated	in	large	international	groups. 	They	found	that	in	the	largest	banking	11

groups	the	compounding	of	risks	was	more	likely	than	the	ever	assumed	risk	
diversiEication!	Before	anything	else,	the	independent	capitalization	of	every	
single	business	line	would	be	the	prudent	response	to	this	observation.		

The	Liikanen	advice	followed	a	similar	line	of	thought	two	years	later.	Cross-
subsidization	between	different	regulated	business-lines,	i.e.	group	capital	
“shared”	by	different	business-lines,	may	imply	efEiciency	in	the	allocation	of	
capital	in	good	times	but	is	a	big	risk	when	it’s	uncertain	whether	capital	is	
indeed	available	under	stress.	The	follow-up	to	the	Liikanen	advice,	the	Bank-
structure	directive,	however,	merely	aims	at	ringfencing	the	most	risky	trading	
business	from	the	rest	of	the	group.	In	my	view,	this	tremendously	downgrades	
Liikanen’s	comprehensive	advice,	which	was	all	about	overcoming	cross-
subsidization	throughout	a	Einancial	group.	

	The	reason	for	not	including	supplementary	supervision	in	the	banking	framework	at	the	time,	10

was	that	the	Basel	bodies	structure	their	frameworks	this	way	too:	Basel	2&3	+	Joint	Forum	
principles	=	CRD&CRR	+	FICOD.	Indeed,	the	CRD,	like	the	Basel	agreements,	does	not	have	a	
group	risk	regime	for	groups	of	banking	entities	only.	IAIS	did	not	have	a	similar	framework	yet,	
so	the	European	Commission	pursued	its	own	initiative	with	Solvency	II.

	Basel	Committee	on	Banking	Supervision,	Joint	Forum,	Developments	in	Modelling	Risk	11

Aggregation,	October	2010

http://www.bis.org/publ/joint25.pdf
http://ec.europa.eu/internal_market/bank/docs/high-level_expert_group/report_en.pdf#http://ec.europa.eu/internal_market/bank/docs/high-level_expert_group/report_en.pdf
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Article	6	FICOD	is	meant	to	enable	supervisors	to	check	and	correct	double	
gearing,	the	double	use	of	capital	which	emerges	from	opaque	legal	group	
structures.	It	lists	two	methods,	the	consolidation	method	and	the	deduction	&	
aggregation	method,	and	requires	sector-speciEic	requirements	to	be	met	when	
these	two	methods	are	applied.	FICOD	however	ignores	the	necessary	availability	
i.e.	transferability	of	own	funds	under	stress.	When	capital	is	booked	in	one	or	a	
few	entities	in	the	group,	the	transferability	under	stress	is	a	pre-requisite	for	
recognizing	capital	at	the	consolidated	level.	The	lack	of	transferability	of	capital	
appeared	a	devastating	problem	during	the	crisis,	not	only	between	continents,	
but	also	between	member	states	of	the	European	Union.	The	effectiveness	of	a	
revised	FICOD	might	beneEit	from	the	explicit	description	of	“available	capital”	
for	the	regulated	entities.	

Unintentional	blindness	when	consolidating	capital	in	complex	groups	

When	teaching	the	concept	of	double	gearing	to	supervisors,	I	use	a	most	simple	
exercise,	created	by	Philip	Keller	(Deloitte	CH).	It	shows	three	legal	entities:	a	
father	and	two	sons,	all	have	a	bakery.	The	most	simple	balance	sheet,	with	a	few	
assets,	ovens,	stock	of	Elour	and	bread,	funded	with	simple	debt	and	own	funds.	
One	son	messes	up	and	looses	half	of	his	assets.	The	exercise	asks	which	of	the	
three	go	bankrupt	along	with	this	son	given	different	legal	structures.	In	all	
classes	that	I’ve	been	teaching,	hundreds	of	professionals,	it	appears	very	
difEicult	to	solve	this	puzzle	for	different	legal	structures	(with	or	without	limited	
liability,	a	linear	ownership	structure	or	cross-ownerships,	the	consolidated	
picture	of	the	three	together,	etc.).	Only	experienced	accountants,	who	do	this	
kind	of	exercise	everyday,	see	in	the	Eirst	second,	that	the	father’s	own	funds	are	
actually	lower	than	the	total	of	booked	own	funds	of	the	sons:	the	father’s	capital	
is	used	multiple	times,	and	this	double	gearing	from	the	start	is	asking	for	
trouble.	When	making	the	exercise	more	complicated,	excell	sheets	are	called	for	
the	calculations.	I	enjoy	Philip	Keller	enormously	when	he	totally	confuses	his	
classes	when	showing	real	life	structures,	and	then	teach	them	how	to	calculate	
capital	in	those	cases.	Every	time	again	this	amazes	supervisors;	what	is	typically	
called	inattentional	blindness.	They	don’t	mean	to	not	see	it,	they	simply	focus	on	
other	elements.	The	Eilm	of	the	title	of	this	piece,	it’s	easy	to	miss	something	
you’re	not	looking	for,	illustrates	this;	I	always	tell	my	students	that	the	banking	
rules	basically	are	like	counting	the	passes	of	the	white	team	in	great	great	detail.	
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� 	

Different	accounting	standards	don’t	allow	for	one	clear	consolidated	picture	

The	Capital	Advice	of	the	predecessor	of	the	ESA’s	Joint	Committee	on	Financial	
Conglomerates	(JCFC),	the	IWCFC, 	published	in	three	parts	in	2007	and	2008,	12

revealed	that	authorities	applied	consolidation	methods	in	an	inconsistent	way	
when	calculating	available	and	required	capital	at	the	level	of	the	Einancial	
conglomerate,	a	complication	exactly	like	Philip	Keller	was	aiming	at	when	
teaching	capital	consolidation	in	complex	groups.	This	inconsistency	hampered	
the	calculation	of	sector-speciEic	capital	requirements	to	allow	for	consolidation	
of	cross-sector	holdings	if	entities	were	part	of	the	same	integrated	internal	
control	system	in	an	international	context. 	More	harmonisation	of	calculation	13

methods	was	called	for,	which	is	why	an	invitation	to	draft	binding	technical	
standards	was	included	in	the	European	Commission’s	Omnibus	I	initiative	in	
October	2010.	This	invitation	was	changed	into	a	requirement	in	the	Capital	
Requirements	Regulation	(CRR,	2013).	A	regulatory	technical	standard	(RTS)	
was	published,	but	unfortunately	didn’t	specify	the	methods	for	the	calculation	of	
capital,	despite	it’s	title.	It	speciEied	the	lists	of	eligible	capital	when	adding	up	
available	capital	for	the	conglomerate:	the	common	denominator	of	the	Solvency	
II	and	CRR	capital	eligibility	lists.	The	calculation	was,	again,	left	to	the	relevant	
accounting	standards.	For	banks	that	are	subject	to	IFRS	this	introduced	IFRS	as	
the	common	consolidation	method,	even	though	the	scope	of	CRR	and	IFRS	is	not	

1	

Parent	
Company	

Subsidiary	1	 Subsidiary	2	

A	 L	 A	 L	 A	 L	

The	parent	company	has	the	value	of	its	subsidiaries	as	an	asset	on	its	balance	sheet	

Subsidiary	1	 Subsidiary	2	 Parent	Company	

4	 2	
		 2	

3	 2	
		 1	

2	 3	
1	 2	
2	

	Report	on	the	impact	of	differences	in	sectoral	rules	on	the	calculation	of	own	funds	of	12

Einancial	conglomerates:	https://eiopa.europa.eu/CEIOPS-Archive/Documents/Reports/
ReportontheimpactofthedifferencesinsectoralrulesonthecalculationofownfundsofEinancialconglo
merates.pdf#search=technical%20advice%20on%20sectoral%20rules%20on%20eligible
%20capital	
Recommendations	to	address	the	consequences	of	the	differences	in	sectoral	rules	on	the	
calculation	of	own	funds	of	Einancial	conglomerates:	https://eiopa.europa.eu/CEIOPS-Archive/
Documents/Recommendations/IWCFCAdvice.pdf#search=technical%20advice%20on
%20sectoral%20rules%20on%20eligible%20capital	

	Currently	allowed	following	Article	49	of	EU-Regulation	575/2013	(CRR)13

https://eiopa.europa.eu/CEIOPS-Archive/Documents/Reports/Reportontheimpactofthedifferencesinsectoralrulesonthecalculationofownfundsoffinancialconglomerates.pdf#search=technical%2520advice%2520on%2520sectoral%2520rules%2520on%2520eligible%2520capital
https://eiopa.europa.eu/CEIOPS-Archive/Documents/Recommendations/IWCFCAdvice.pdf#search=technical%2520advice%2520on%2520sectoral%2520rules%2520on%2520eligible%2520capital
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013R0575#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013R0575
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32014R0342#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32014R0342
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fully	the	same,	but	for	other	banks	it	conEirmed	the	peculiarities	of	national	
GAAPs,	and	the	problem	as	observed	in	2007	remained.	As	a	lesson	of	the	
IWCFC’s	Capital	Advice	in	this	context,	in	my	view	international	consolidation	for	
prudential	purposes	should	not	be	allowed	when	different	accounting	standards	
are	applied	to	different	parts	of	the	group.	

Assumption	of	available	capital	in	a	sister-subgroup	may	fail	under	stress	

Article	49	CRR	allows	European	banking	groups	to	risk	weight	and	consolidate	
the	holding	in	their	insurance-subgroup.	If	European	banks	wish	to	beneEit	from	
this	article,	the	alternative	to	deduction,	they	can	only	do	so,	if	and	only	if	they’re	
subject	to	supplementary	supervision.	This	means	that	they	show	their	
supervisors	how	they	deal	with	group	risks	(see	further	below	for	more	detailed	
explanations):	matrices	of	stress	testing	results	on	risk	concentrations,	updated	
matrices	of	who-pays-what-to-whom-when	intra-group	exposures,	impact-given-
failure	exercises	and	governance	structures	that	ensure	there’s	one	common	
strategy	recognized	and	applied	by	all	entities,	two-way	beneEicial	intra-group	
relationships,	and	respect	for	individual	Einancial	soundness	of	entities	at	all	
times.	If	they	do,	then	they	can	assume	the	group	acts	as	one,	and	they	can	
assume	that	the	capital	in	the	insurance	leg	is	also	under	stress	available	for	the	
banking	leg. 	14

It	can	not	be,	that	a	banking	subgroup	of	a	Einancial	group	assumes	it	can	use	the	
capital	of	its	sister-subgroup	in	insurance,	while	the	ultimate	parent	of	the	group	
doesn’t	address	and	manage	group	risk	concentrations,	potential	intra-group	
contagion,	different	cross-subsidized	business	lines	and	conElicts	of	interest,	nor	
management	complexity	of	the	group	as	a	whole.	Under	stress,	the	crisis	learned,	
the	assumption	fails.	If	a	banking	subgroup	doesn’t	have	a	parent	entity	that	
applies	group	risk	management	to	deal	with	the	Eive	C’s	as	regulated	by	the	
FICOD,	it	shouldn’t	riskweight	the	holding	in	it’s	insurance	leg	in	the	consolidated	
balance	sheet,	it	should	deduct	it,	following	the	basic	rule.	Even	though	the	
insurance	subgroup	can	be	regulated	by	Solvency	II	including	its	group	risk	
provisions	and	including	its	own	calculation	of	consolidated	capital,	the	banking	
subgroup	should	be	independently	capitalized.	This	is,	in	fact,	what	was	meant	by	
article	49	CRR,	but	observing	the	application	of	this	article	today,	a	clariEication	
of	the	legal	text	and	it’s	implementation	is	necessary.	

Of	course,	a	CFO	who	cares	for	the	soundness	of	her	group	as	a	whole,	will	do	this	
check	on	intra-group	available	capital	herself,	check	whether	intra	group	
contracts	are	claimable,	arrange	how	liquidity	becomes	available	in	stressed	
situations,	and	allocate	the	group’s	capital	accordingly.	

3.2.	Concentration	of	risks	

The	detection	of	an	excessive	build-up	of	aggregated	risks	across	the	group	has	
been	one	of	the	most	important	functions	of	supplementary	supervision	or	group	
risk	management.	As	the	1999	Joint	Forum	principles	already	pointed	out,	risk	

	Note	that	a	proof	of	availability	of	capital	is	not	included	in	the	conditions	of	article	49	yet.14
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concentrations	can	take	many	forms,	including	exposures	to	individual	
counterparties,	groups	of	individual	counterparties	or	related	entities,	
counterparties	in	speciEic	geographical	locations,	industry	sectors,	speciEic	
products,	and	service	providers.	In	addition,	speciEic	risk	types	can	build	up	
when	aggregated	across	the	group,	such	as	market	risk,	interest	rate	risk,	
operational	risk,	or	funding	risk.	Lately,	cyber	threats	can	be	added	to	this	list	of	
risk	concentration	examples.	Risk	concentration	usually	evolves	when	the	board	
of	a	group	applies	assumptions	to	its	strategy	and	decisions;	I	tend	to	call	those	
assumptions	rather	“beliefs”.	To	take	an	over-simpliEied	example,	when	a	board	is	
thoroughly	convinced,	that	the	interest	rate	is	so	low,	that	it	cannot	decrease	
further,	it	believes	that	for	sure	it	will	either	stay	the	same	or	increase.	Decisions	
throughout	the	group,	worldwide,	will	be	taken	based	on	the	assumption,	the	
belief,	that	the	interest	rate	can	only	go	up.	Now	if	then,	the	interst	rate	does	go	
down,	a	risk	concentration	materializes,	as	all	decisions	were	based	on	the	
wrong	assumption. 	When	the	assumptions,	the	beliefs,	regard	the	modelling	of	15

risks,	or	e.g.	the	perceived	agility	in	the	organisation	to	deal	with	cyber	threats,	
impact	of	adverse	developments	can	be	severe	for	the	group	as	a	whole	as	well	as	
the	entities	in	it.	

Article	7	of	FICOD	is	accordingly	drafted	in	a	broad	manner,	enabling	supervisors	
to	limit	any	kind	of	concentrations	of	risk.	However,	according	to	academic	
studies	(see	for	example	Blundell-Wignall	2009,	p.	5),	supervisors	have	hardly	
made	use	of	this	possibility.	The	lack	of	clarity	as	to	legal	addressees	may	explain	
this	lack	of	intervention,	but	so	may	the	lack	of	clarity	as	to	what	is	possible	with	
the	discretionary	powers	in	Article	7.	The	ECB	intends	to	have	the	Joint	
Supervisory	Teams	apply	risk	concentration	metrics	for	its	large	complex	groups.	

FICOD1	introduced	a	requirement	for	ESAs	to	develop	draft	RTS	aimed	at	the	
convergence	of	supervisory	practices	and	to	align	the	supervisory	tools	
addressing	risk	concentration	policy	for	conglomerates	with	those	applied	to	
insurance	groups	and	banking	groups,	following	Article	244	Solvency	II	and	
Section	5	of	CRD	IV	(the	large	exposures	regime).	They	indeed	investigated	
what’s	possible	and	the	Einal	report	includes	the	speciEication	of	what	risk	
concentrations	could	be,	but	it	unfortunately	leaves	the	discretion	to	competent	
authorities	to	ignore	smaller	exposures	in	the	monitoring.	When	taking	this	list	
of	speciEied	potential	exposures	as	a	start	and	try	to	tackle	risk	concentrations,	
supervisors	and	CROs	could	beneEit	from	the	Joint	Forum’s	analyses	as	well	as	
methods	used	by	large	insurance	groups,	mentioned	below.	

Ever	since	1999,	the	Joint	Forum	has	been	pointing	out	how	risk	concentrations	
build	up	in	the	system	and	what	supervisors	and	risk	ofEicers	could	do	to	prevent	
or	correct	excesses.	In	all	those	exercises	it	turned	out	that	the	supervisory	
community	still	lacked	sufEicient	tools	to	detect	and	correct	risk	concentrations.	

First	crisis	lessons	on	risk	concentrations	2007-2008	

	Of	course	this	example	will	never	happen	in	practice.	I	hope.15

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013L0036#http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013L0036
https://eiopa.europa.eu/Publications/Consultations/JC%25202014%2520092%2520(Draft%2520final%2520report%2520-%2520RTS%2520on%2520RC%2520and%2520IGT.pdf#https://eiopa.europa.eu/Publications/Consultations/JC%2525202014%252520092%252520(Draft%252520final%252520report%252520-%252520RTS%25
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Credit	default	swaps	(CDS)	and	subprime	markets	are	a	case	in	point.	 	An	16

analysis	issued	by	the	Joint	Forum	in	April	2008	highlighted	that	while	CDS	may	
allow	effective	mitigation	of	risk	concentrations,	it	can	at	times	give	rise	to	‘new’	
exposures	or	risk	combinations	for	Eirms.	The	risk	concentrations	observed	
during	the	crisis	starting	in	August	2007	and	continuing	into	2008	were:	

– excessive	exposures	to	adverse	developments	in	market	liquidity	
conditions,	

– exposures	to	asset	pipelines	or	warehousing,	
– exposures	to	new	(institutional)	counterparties	(e.g.	hedge	funds),	
– legal	or	reputational	risks	leading	to	buy-back	decisions,	
– basis	risks	not	previously	recognised,	
– frequency	at	which,	or	terms	under	which,	insurance	or	reinsurance	

contracts	are	altered.	

The	Joint	Forum	made	a	number	of	suggestions	on	how	to	better	detect	the	
build-up	of	risk	concentrations.	It	noted	that	risk	concentrations	in	most	
Einancial	conglomerates	are	still	chieEly	identiEied,	measured	and	managed	within	
separate	risk	categories	and	within	business	lines.	For	instance,	credit	exposures	
are	considered	within	banking	business	units,	catastrophe	risk	concentrations	
within	insurance	business	units	and	so	on.	It	characterises	this	as	‘silo	
management’.	Although	this	is	the	predominant	practice,	some	Einancial	
conglomerates	are	striving	for	a	more	‘horizontal’	(i.e.	across	risk	categories)	
view	of	risk	concentrations	as	it	is	becoming	increasingly	clear	that	risk	
concentrations	may	arise	from	interrelated	exposures	across	risk	categories.	

The	groups	surveyed	in	the	Joint	Forum	exercise	had	started	to	develop	
management	tools	to	acquire	relevant	data	across	the	group	and	present	it	to	
senior	cross-group	risk	management	committees.	The	Eirst	step	within	groups	
taking	this	approach	was	typically	the	creation	of	a	risk	management	structure	
with	an	overview	of,	and	responsibility	for,	the	group	as	a	whole.	This	step	could	
yield	immediate	beneEits	with	a	modest	investment	in	sophisticated	risk	
measurement	tools. 		17

Against	this	background	of	increasing	group-wide	risk	management	structures	
and	the	search	for	a	common	measurement	methodology	to	support	greater	
integration,	the	Joint	Forum	experts	have	seen	a	signiEicant	growth	in	risk	
transfer	markets	over	the	last	few	years.	Even	without	such	developments,	there	
are	many	more	‘second-order	effects’	that	need	to	be	considered	in	a	

	Joint	Forum,	Cross-sectoral	review	of	group-wide	identiEication	and	management	of	risk	16

concentrations	(2008):	https://www.bis.org/publ/joint19.pdf

 For instance, the Joint Forum noted an appreciation of the extent to which common exposures net out 17

and, in addition, an appreciation of the extent to which diversification increases across a broader group. 
For example, interest rate risks between banking and insurance operations tend to offset one another 
naturally, whereas equity risks are positively correlated and benefit only from diversification effects. 
One sophisticated method now used by many groups is developing and embedding economic capital 
model frameworks across their enterprises. These approaches can improve the consistency of risk 
identification, but can also lead groups to focus more heavily on the perceived benefits of 
diversification rather than the identification of concentrations. 

http://www.bis.org/publ/joint19.htm#http://www.bis.org/publ/joint19.htm
https://www.bis.org/publ/joint19.pdf
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comprehensive	approach	to	identifying	risk	concentrations.	Second-order	effects	
are	indirect	effects	on	a	Eirm’s	exposures	caused	by	a	change	in	economic	or	
Einancial	market	conditions,	from	a	shock	or	a	change	in	policy.	This	can	be	
within	a	risk	category	or	involve	contagion	from	one	risk	category	to	another	risk	
category. 	18

It	is	important	to	consider	how	risk	mitigation	approaches	play	out	especially	
under	stressful	market	conditions.	It	is	impossible	to	compile	a	comprehensive	
list	of	such	possible	interactions,	but	the	Joint	Forum	strongly	believes	that	such	
hidden	risk	concentrations	are	best	identiEied	and	managed	through	stress	
testing	and	scenario	analysis.	Hence,	groups	should	invest	meaningful	time	in	
preparing	for	extreme	scenarios	and	exploring	unlikely	connections	between	
risks.		

Liikanen	observed	risk	concentrations	too	

The	High-Level	Expert	Group	on	reforming	the	structure	of	the	EU	banking	
sector	also	observes	major	concentrations	of	risk	conEined	to	large	complex	
banking	groups,	which	are	not	covered	by	the	current	large	exposures	regime,	
nor	sufEiciently	captured	by	current	capital	requirements. 	The	group	points	to	19

model	risk	and	tail	risk	as	ignored	risk	types	in	the	current	framework,	which	
was	also	observed	by	the	Joint	Forum	in	their	Risk	Aggregation	analyses. 	20

Stress	testing	portfolios	helps	

Today,	it	is	especially	the	re-insurance	market	leaders	that	have	invested	in	tools	
to	mitigate	risk	concentration,	for	example	in	matrices	listing	exposures	and	
portfolios	against	hundreds	of	unlikely	but	high-impact	events.	If	total	exposure	
is	affected	signiEicantly	given	one	of	those	events,	a	risk	concentration	is	
observed,	and	the	group	needs	to	either	move	away	from	those	exposures,	or	
ring-fence,	or	apply	additional	mitigation	instruments.	Of	course,	it’s	not	only	the	
tool	of	the	matrix	identifying	risk	concentrations	which	does	the	trick	of	tackling	
group	risks	,	it’s	the	risk	management	culture	that	prevents	failure	by	preparing	
for	the	worst	across	the	board. 	21

 An example of a second-order effect would be the additional loss arising from the inability of a 18

group to liquidate some assets following a sharp decline in the value of those assets. Another example 
would be the additional losses from declines in the value of holdings of bonds issued by airline 
companies due to an increase in oil prices. Another would be the additional losses incurred by the 
increase in lapse rates on insurance policies due to a change in interest rate movements. 

 Page	74	of	the	High-Level	Expert	Group	report:	http://ec.europa.eu/internal_market/bank/19

docs/high-level_expert_group/report_en.pdf

	Joint	Forum,	Developments	in	modelling	risk	aggregation	(2010):	http://www.bis.org/publ/20

joint25.pdf

	“Prevent	failure	by	preparing	for	the	worst”	was	the	title	of	Swiss	Re’s	conEidential	class	in	the	21

2013	and	2014	group	risk	courses	of	the	FSI	in	Basel

http://ec.europa.eu/internal_market/bank/docs/high-level_expert_group/report_en.pdf#http://ec.europa.eu/internal_market/bank/docs/high-level_expert_group/report_en.pdf
http://www.bis.org/publ/joint25.pdf#http://www.bis.org/publ/joint25.pdf
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The	new	Article	9b(1),	introduced	by	FICOD1	in	2011	and	implemented	in	most	
EU	member	states	in	2014,	allows	supervisors	to	require	this	kind	of	stress	
testing	of	exposures	and	portfolios	at	group	level;	not	to	be	confused	with	the	
Union-wide	macro-economic	stress	testing,	mentioned	in	article	9b(2)	FICOD.	
The	combination	of	the	RTS	for	article	7	with	the	stress-testing	of	article	9b(1)	
results	in	the	matrices	that	will	reveal	risk	concentrations	and	enable	the	control	
of	excessive	ones.	As	said	above,	market	leaders	in	risk	management	have	been	
using	these	matrices	since	2010.	The	obligatory	use	of	the	combination	of	the	
RTS	for	Article	7	FICOD	and	the	stress	testing	of	Art	9b(1)	may	thus	be	effective	
indeed.	

3.3.	Contagion	

In	their	1999	principles,	the	Joint	Forum	explained	that	intra-group	transactions	
and	exposures	(ITEs)	can	facilitate	synergies	within	different	parts	of	the	
conglomerate	and	thereby	lead	to	cost	efEiciencies	and	proEit	maximisation,	
improved	risk	management,	and	more	effective	control	of	capital	and	funding.	
Achieving	these	beneEits	is	a	major	goal	of	the	organisational	structures	that	give	
rise	to	ITEs.	At	the	same	time,	material	ITEs	represent	avenues	of	contagion	
within	the	conglomerate	and	it’s	broader	network	and	complicate	the	resolution	
of	an	institution	that	is	failing	or	has	failed.	Achieving	the	appropriate	balance	
between	the	beneEits	and	risks	of	integrated	groups,	as	exempliEied	by	ITEs,	is	an	
important	objective	for	conglomerates	and	for	supervisors,	and	the	appropriate	
balance	may	vary	across	activities	and	types	of	ITEs.	This	is	why	FICOD	Article	8	
was	drafted	in	a	broad	manner.	

Article	8	of	FICOD	requires	regulated	entities	in	a	conglomerate	to	report	
regularly	on	intra-group	transactions	to	enable	the	supervisor	to	gain	a	deeper	
understanding	of	any	transaction	and	exposure	between	entities	in	a	group.	
FICOD1	furthermore	allowed	Member	States	to	set	quantitative	limits	and	
qualitative	requirements	for	intra-group	transactions.	FICOD1	also	introduced	in	
Article	8	a	requirement	for	ESAs	to	develop	guidelines	aimed	at	the	convergence	
of	supervisory	practices	and	to	align	the	supervisory	tools	concerning	intra-
group	transaction	policy	for	conglomerates	with	those	applied	to	insurance	
groups	and	banking	groups,	following	Article	245	Solvency	II.	Like	for	risk-
concentrations,	the	legal	Elexibility	could	have	led	supervisors	to	not	apply	this	
tool	to	its	full	potential	yet.	The	new	RTS	on	risk	concentrations	and	contagion	
may	support	the	implementation	of	effective	control	of	contagion.	

In	order	to	keep	track	of	potential	contagion	channels,	chief	risk	ofEicers	and	
supervisors	need	to	monitor	ITEs.	ITEs	take	the	form	of	direct	and	indirect	
claims	between	entities	within	Einancial	groups	or	networks.	ITEs	can	originate	
in	a	variety	of	ways.	The	Joint	Committee	provided	the	European	Commission	
with	the	following	list	of	kinds	of	intra-group	transactions:	

(a)	investments	and	intercompany	balances	including	real	estate,	bonds,	
equity,	loans,	hybrid	and	subordinated	instruments,	collateralised	debt,	
arrangements	to	centralise	the	management	of	assets	or	cash	or	to	share	
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costs,	pension	arrangements,	provision	of	management,	back	ofEice	or	
other	services,	dividends,	interest	payments	and	other	receivables;	
(b)	guarantees,	commitments,	letters	of	credit	and	other	off-balance	sheet	
transactions;	
(c)	derivatives	transactions;	
		(d)	purchase,	sale	or	lease	of	assets	and	liabilities;	
(e)	intra-group	fees	related	to	distribution	contracts;	
(f)	transactions	to	shift	risk	exposures	between	entities	within	the	
Einancial	conglomerate,	including	transactions	with	special	purpose	
vehicles	or	ancillary	entities;	
(g)	insurance,	reinsurance	and	retrocession	operations;	
(h)	transactions	that	consist	of	several	connected	transactions	where	
assets	or	liabilities	are	transferred	to	entities	outside	of	the	Einancial	
conglomerate,	but	ultimately	risk	exposure	is	brought	back	within	the	
Einancial	conglomerate.	

For	intra-group	relationships	to	be	contagious	or	not,	size	seems	less	important	
than	frequency	of	transactions.	An	entity	that	is	involved	in	many	many	
transactions	with	other	entities	in	the	group,	will	be	exposed	to	higher	contagion	
risk	than	an	entity	that	has	one	big	transaction	with	one	other	entity	in	the	
group.	Monitoring	the	frequency	of	the	(also	small)	transactions	is	crucial	to	
distinguish	the	important	from	the	less	important	intra-group	channels.	The	
Swiss	FINMA	applies	this	concept	in	its	group	supervision	tools,	introduced	
shortly	after	the	start	of	the	crisis.	

Contagion	channels	in	international	groups	
Van	Lelyveld	&	De	Haas	(2006,	2010)	have	shown	the	beneEits	of	multinational	
banks	for	emerging	countries	in	several	studies.	However,	using	data	on	the	48	
largest	multinational	banking	groups	to	compare	the	lending	of	their	199	foreign	
subsidiaries	during	the	2008-2009	recession	with	lending	by	a	benchmark	group	
of	202	domestic	banks,	they	found	the	opposite.	Contrary	to	earlier,	more	
contained	crises,	parent	banks	were	not	a	signiEicant	source	of	strength	to	their	
subsidiaries	during	the	2008-09	crisis.	As	a	result,	multinational	bank	
subsidiaries	had	to	cut	back	credit	growth	about	twice	as	fast	as	domestic	banks.	
This	was	in	particular	the	case	for	subsidiaries	of	banking	groups	that	relied	
more	on	wholesale	market	funding.	Domestic	banks	were	better	equipped	to	
continue	lending	because	of	their	greater	use	of	deposits,	a	relatively	stable	
funding	source	during	the	crisis.	They	conclude	that	while	multinational	banks	
may	contribute	to	Einancial	stability	during	local	crisis	episodes,	they	also	
increase	the	risk	of	‘importing’	instability	from	abroad	(De	Haas	&	Van	Lelyveld,	
2011).	The	very	same	intra-group	relationships	that	are	beneEicial	in	one	period	
of	time	could	be	contagious	in	another	period	of	time.	

Supervisors	know	what	contagion	looks	like	and	what	to	do	about	it	

The	Joint	Forum	performed	a	similar	investigation	in	2011,	looking	for	potential	
contagion	channels	in	groups,	when	authorities	were	increasingly	focused	on	
ways	to	ensure	banks	and	other	Einancial	entities	can	be	wound	down	in	an	

https://www.finma.ch/en/supervision/insurers/groups-and-conglomerates/#https://www.finma.ch/en/supervision/insurers/groups-and-conglomerates/
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orderly	manner	during	periods	of	distress.	Investigating	a	representative	group	
of	conglomerates	across	the	G20	countries,	the	Joint	Forum	found	the	following:	

1.	Intra-group	support	measures	can	vary	from	institution	to	institution,	driven	
by	the	regulatory,	legal	and	tax	environment,	the	management	style	of	the	
particular	institution	and	the	cross-border	nature	of	the	business.	Authorities	
should	be	mindful	of	the	complicating	effect	of	these	measures	on	resolution	
regimes	and	the	recovery	process	in	the	event	of	failure.	

2.	The	majority	of	respondents	surveyed	indicated	that	centralised	capital	and	
liquidity	management	systems	were	in	place.	According	to	proponents,	this	
approach	promotes	the	efEicient	management	of	a	group’s	overall	capital	level	
and	helps	maximise	liquidity	while	reducing	the	cost	of	funds.	However,	the	
respondents	that	favoured	a	‘self-sufEiciency’	approach	pointed	out	that	
centralised	management	can	potentially	increase	the	contagion	risk	within	a	
group	in	the	event	of	distress	at	any	of	the	subsidiaries.	The	use	of	such	systems	
impacts	the	nature	and	design	of	intra-group	support	measures,	with	some	Eirms	
indicating	that	the	way	they	managed	capital	and	liquidity	within	the	group	was	
a	key	driver	in	their	decisions	on	intra-group	transactions	and	the	support	
measures	they	used.	

3.	Committed	facilities,	subordinated	loans	and	guarantees	were	the	most	widely	
used	measures.	This	was	evident	across	all	sectors	and	participating	
jurisdictions.	

4.	Internal	support	measures	generally	were	provided	on	a	one-way	basis	(e.g.	
downstream	from	a	parent	to	a	subsidiary).	Loans	and	borrowings,	however,	
were	provided	in	some	groups	on	a	reciprocal	basis.	As	the	groups	surveyed	
generally	operated	across	borders,	most	indicated	support	measures	were	
provided	both	domestically	and	internationally.	Support	measures	were	also	in	
place	between	both	regulated	and	unregulated	entities	and	between	entities	in	
different	sectors.	

5.	The	study	found	no	evidence	of	intra-group	support	measures	either	being	
implemented	on	anything	other	than	an	arm’s	length	basis,	or	resulting	in	the	
inappropriate	transfer	of	capital,	income	or	assets	from	regulated	entities	or	in	a	
way	that	generated	capital	resources	within	a	group.	However,	this	does	not	
necessarily	mean	that	supervisory	scrutiny	of	intra-group	support	measures	is	
unwarranted.	As	the	Joint	Forum	report	was	based	on	industry	responses,	
further	in-depth	analysis	by	national	supervisors	may	provide	a	more	complete	
picture	of	the	risks	potentially	posed	by	intra-group	support	measures.	

6.	While	the	existing	regulatory	frameworks	for	intra-group	support	measures	
are	somewhat	limited,	Eirms	do	have	certain	internal	policies	and	procedures	to	
manage	and	restrict	internal	transactions.	Respondents	pointed	out	that	the	
regulatory	and	legal	framework	can	make	it	difEicult	for	some	forms	of	intra-
group	support	to	be	provided	while	supervisors	aim	to	ensure	that	both	
regulated	entities	and	stakeholders	are	protected	from	risks	arising	from	the	use	
of	support	measures.	For	instance,	upstream	transfers	of	liquidity	and	capital	are	



working	paper

Linda	van	Goor,	October	2015	 	 It’s	easy	to	miss	something	you’re	not	looking	for

monitored	and	large	exposure	rules	can	limit	the	extent	of	intra-group	
interaction	for	risk	control	purposes.	Jurisdictional	differences	in	regulatory	
setting	can	also	pose	a	challenge	for	Eirms	operating	across	borders.	

7.	Finally,	based	on	the	survey,	and	independent	of	remaining	concerns	and	
information	gaps,	single-sector	supervisors	should	be	aware	of	the	risks	that	
intra-group	support	measures	may	pose	and	should	fully	understand	the	
measures	used	by	an	institution,	including	its	motivations	for	preferring	certain	
measures	over	others.	In	order	to	obtain	further	insight	into	the	intra-group	
support	measures	put	in	place	by	Einancial	institutions	within	their	jurisdiction,	
national	supervisors	should,	where	appropriate,	conduct	further	analysis	in	this	
area.	

The	bankruptcy	of	Lehman	took	the	administrators	several	years,	not	the	least	
because	there	was	no	overview	of	who	had	to	pay	what	to	whom	under	which	
conditions.		Lehman	Brothers	International	Europe	(LIBE)	alone	covered	
European,	Asian	and	US	markets.	The	administrators	were	faced	with	a	6	billion	
dollar	cash	outElow	to	the	parent	in	New	York.	The	balance	sheet	was	some	
trillion	dollar	but	it	took	the	adminstrators	months	to	Eind	out	the	real	number.	
There	were	hundreds	of	thousands	open	derivatives	outstanding	and	and	a	
multiple	of	that		failed	trades.	Some	50	billion	dollar	was	with	the	global	
custodian	network	of	LIBE.	And	LIBE	had	about	10.000	trading	and	non-trading	
counterparties;	the	real	number	was	Eigured	out	months	later.	Since	Lehman,	for	
an	internationally	operating	bank,	the	exercise	“who	pays	what	to	whom	when?”	
has	become	crucial	to	survival.	I	heard	experts	from	multinationals	who	wish	to	
stay	anonymous,	while	learning	and	applying	Lehman’s	lessons	as	from	2009,	
admit	it	took	them	three	years	to	complete	the	picture,	but	they’re	a	lot	more	
comfortable	they	can	withstand	shocks	now.	

Liikanen	suggested	extending	the	large	exposures	regime	intra-group	

Since	1999,	the	Joint	Forum	has	been	following	the	impact	of	ITEs	on	Einancial	
groups	and	the	Einancial	system.	A	general	observation	is	that	the	very	same	
transaction	or	exposure	can	be	beneEicial	in	normal	times	and	contagious	in	
times	of	stress.	A	general	recommendation	with	respect	to	ITEs	is	thus	that	
constant	monitoring	of	the	changing	character	of	the	relationship	is	crucial	in	
order	to	detect	and	control	contagion	channels.	The	High-Level	Expert	Group	on	
reforming	the	structure	of	the	EU	banking	sector	conEirms	the	problem	of	usually	
beneEicial,	but	potentially	contagious,	intra-group	exposures 	and	suggests	22

applying	(at	least)	the	large	exposures	limit	for	credit	institutions	not	only	to	
external	parties,	but	also	to	internal,	non-credit-institution	parties. 	23

The	crucial	question:	Impact	given	failure	

Again,	it	is	the	large	(re)insurance	groups	that	seem	to	take	the	lead	in	
addressing	this	risk	management	challenge.	While	preparing	for	the	worst	in	

 High-Level Expert Group, sections 3.4 and 5.3.22

 Idem, pages 74 and 8923

https://www.fdic.gov/bank/analytical/quarterly/2011_vol5_2/lehman.pdf#https://www.fdic.gov/bank/analytical/quarterly/2011_vol5_2/lehman.pdf
http://www.bis.org/publ/joint23.pdf#http://www.bis.org/publ/joint23.pdf
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2010,	and	learning	from	the	Lehman	puzzle,	they	investigated	“who	should	pay	
what	to	whom”	when	another	big	macro-economic	shock	would	occur.	Another	
matrix	was	produced,	with	intra-group	claims	in	case	of	stress;	it	took	the	
Lehmann	curators	several	years	to	draw	up	this	matrix	after	Lehmann	collapsed	
in	the	fall	of	2008.	Paul	Sharma	(Alvarez	&	Marsal),	while	teaching	at	the	
Financial	Stability	Institute	in	Basel,	called	this	preventive	exercise	“impact	given	
failure”.	The	important	question	to	address	when	preparing	for	a	crisis	situation	
is	“what	is	the	impact	given	failure”.	A	reply	by	sales	people	in	the	Einancial	sector,	
and	especially	the	banking	sector,	such	as	those	observed	by	a.o.	Joris	Luyendijk,	
“But	we	will	never	fail”	is	the	worst	approach	to	sound	risk	management.	

Prudential	supervision	meets	resolution	regimes	

This	is	where	prudential	supervision	meets	resolution	regimes.	To	prepare	for	
resolution,	authorities	need	to	know	who’s	got	which	claims	on	whom	when.	In	
order	to	never	end	up	in	a	stressful	situation,	risk	managers	need	to	steer	their	
intra-group	relationships	in	a	way	that	beneEits	the	group	and	the	entities	in	it,	
while	minimizing	the	negative	impact	in	case	of	stress.	The	matrix	of	all	intra-
group	transactions	and	exposures	will	show	which	entities	are	apparently	“intra-
group	hubs”,	when	signiEicantly	more	transactions	Elow	with	or	through	a	certain	
entity.	These	entities	should	at	all	times	be	protected	against	stress,	and	saved	in	
case	of	resolution,	in	order	to	facilitate	Elows	going	around.	Other	entities	will	
appear	to	be	not	that	important	for	the	group,	and	could	be	separated	or	sold	
under	stress.	In	order	to	retrieve	this	kind	of	valuable	information,	it	is	crucial	
that	all	intra-group	transactions	and	exposures	are	observed,	not	only	those	
above	a	materiality	threshold,	as	is	currently	the	case	in	many	jurisidictions.	
Fortunately,	in	a	big	data	world,	it	has	become	much	easier	to	both	produce	and	
analyse	matrices	of	this	size.	The	complete	matrix	“who	pays	what	to	whom	
when”	is	valuable	both	under	stress,	and	for	today’s	prudential	supervision.	

3.4	Complexity	&	ConAlicts	of	interest	

When	one	corporate	has	got	one	objective,	one	business	model,	one	type	of	
license,	and	one	group	of	owners	or	clients	who	are	exposed	to	the	risks	of	the	
business,	governance	is	usually	quite	straightforward	and	conElicts	of	interest	
tend	to	be	easier	to	handle.	When	more	business	models	and	more	types	of	
licenses	are	combined	in	one	group,	issues	get	complicated	and	conElicts	of	
interests	complicate	sound	and	sustainable	performance	even	further.	 	A	sound	24

group	structure	and	governance	system	may	mitigate	this	problem	a	little,	
although	some	authors	claim	that	it	may	be	impossible	to	steer	a	complex	group	
combining	different	business	lines	with	conElicting	interests	effectively,	e.g.	
Westman	(2011).	

Regulators	require	good	governance	

	Hanna	Westman,	a.o.	assistant	to	the	chair	of	the	High	Level	Expert	Group,	in	several	papers	24

empirically	investigated	the	effeciveness	of	different	governance	structures	on	performance	of	
banks.

http://www.theguardian.com/commentisfree/joris-luyendijk-banking-blog/2013/oct/01/10-best-quotes-financial-insiders-banking-blog#http://www.theguardian.com/commentisfree/joris-luyendijk-banking-blog/2013/oct/01/10-best-quotes-financial-insiders-b
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The	Joint	Forum’s	revised	2012	principles	describe	corporate	governance	
broadly	as	the	processes,	policies	and	laws	that	govern	how	a	company	or	group	
is	directed,	administered	or	controlled.	It	deEines	the	set	of	relationships	between	
a	company’s	management,	its	board,	its	shareholders,	and	other	recognised	
stakeholders.	Corporate	governance	also	provides	the	structure	through	which	
the	objectives	of	the	company	are	set	and	the	means	to	attain	those	objectives	
and	to	monitor	performance	are	determined.	

Good	corporate	governance	should	provide	proper	incentives	for	the	board	and	
management	to	pursue	objectives	that	are	in	the	interests	of	the	company	and	its	
shareholders	and	should	facilitate	effective	monitoring.	The	presence	of	an	
effective	corporate	governance	system	within	an	individual	company	or	group	
helps	to	provide	the	degree	of	conEidence	necessary	for	the	proper	functioning	of	
a	market	economy.	

Financial	conglomerates	are	often	complex	groups	with	multiple	business	lines	
and	risk	characteristics	and	comprising	numerous	regulated	and	unregulated	
Einancial	and	other	entities.	Given	this	inherent	complexity,	corporate	governance	
must	carefully	consider	and	balance	the	combination	of	interests	of	recognised	
stakeholders	of	the	ultimate	parent,	and	the	regulated	Einancial	and	other	entities	
of	the	group.	The	governance	system	should	ensure	that	a	common	strategy	
achieves	that	balance	and	that	regulated	entities	comply	with	regulation	on	both	
an	individual	and	an	aggregate	basis.	Establishing	the	governance	system	is	a	
Eiduciary	responsibility	of	the	board	of	directors.	

FICOD	Article	9	contains	a	requirement	for	conglomerates	to	have	in	place	
adequate	risk	management	processes	and	internal	control	mechanisms.	Article	
13	contains	a	Eit	and	proper	requirement	for	those	who	effectively	direct	the	
business	of	a	mixed	Einancial	holding	company.	Omnibus	1	(2010)	added	a	living	
will	requirement	to	Article	9,	and	FICOD1	added	a	transparency	requirement	for	
the	legal	and	organisational	structures	of	groups	as	well	as	a	requirement	for	
supervisors	to	make	the	best	possible	use	of	the	available	governance	
requirements	in	CRD	and	Solvency	II.	CRD	IV	and	Solvency	II	include	further	
strengthening	of	corporate	governance	and	remuneration	policy	following	the	
lessons	learnt	during	the	crisis.	

The	Joint	Forum’s	revised	2012	principles	note	the	need	for	a	comprehensive	and	
consistent	governance	framework	across	the	group	with	ultimate	responsibility	
in	the	hands	of	the	head	of	the	Einancial	conglomerate.	The	framework	should	
include	the	treatment	of	conElict	of	interest,	transparency	of	organisational	and	
managerial	structure,	suitability	of	board	members,	senior	managers	and	key	
persons	in	control	functions,	and	remuneration	policy.	

Academics	show	how	conNlicts	of	interest	can	be	framed	

Academics	have	been	pointing	to	the	problem	of	conElicts	of	interest	in	banks	for	
a	long	time,	including	the	observation	that	a	sound	group	structure	mitigates	the	
problem	(e.g.	Kroszner	&	Rajan	1995).	De	Vuyst	(2010)	focuses	on	the	
accountability	of	the	managers	that	steer	a	Einancial	conglomerate.	By	deEinition,	
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there	is	a	constant	conElict	of	interest	between	the	group	as	a	whole	and	its	
individual	entities.	In	order	to	balance	and	ensure	the	soundness	of	the	
conglomerate	as	a	whole	and	the	soundness	of	all	of	its	constituent	entities,	De	
Vuyst	suggests	applying	the	Rozenblum	doctrine,	applied	in	some	jurisdictions,	
in	a	prudential	setting	as	a	set	of	governance	requirements.	The	doctrine	
basically	builds	on	three	pillars:	(1)	the	group	should	have	a	common	strategy	
that	enforces	the	common	interest,	(2)	any	instruction	by	a	parent	entity	to	a	
subsidiary	should	not	harm	the	subsidiary’s	Einancial	soundness,	(3)	the	beneEits	
of	the	relationship	should	be	two-way,	i.e.	there	is	a	balance	between	the	beneEits	
and	costs	for	both	sides	of	the	intra-group	relationship.	Applying	this	to	Einancial	
conglomerates,	the	parent	entity	should,	in	return	for	the	beneEit	of	steering	its	
licensed	subsidiaries	and	given	the	guarantee	schemes,	steer	the	subsidiaries	in	
such	a	way	that	the	Einancial	soundness	of	the	subsidiaries	is	at	all	times	ensured.	

Another	layer	of	complexity	in	the	treatment	of	conElict	of	interest	stems	from	
the	existence	of	different	business	sectors	in	a	Einancial	conglomerate,	where	
conElict	of	interest	may	arise	between	the	insurance	side	and	the	banking	side	of	
the	conglomerate	or	between	the	different	lines	of	banking	business.	Internal	
control	and	governance	should	also	capture	this	potential	conElict	of	interest.	

Among	others	Laeven	(2009),	Westman	(2011)	and	Esty	(1998)	observe	that	the	
ultimate	parent	entity’s	managers	are	bound	by	the	instructions	of	the	owners	of	
the	group.	They	have	an	incentive	to	follow	the	instructions	of	these	owners,	as	
the	latter	can	hire	or	Eire	them.	The	incentive	to	ensure	the	subsidiaries’	
individual	soundness	may	be	less	disciplining	than	the	incentives	provided	by	the	
owners.	For	these	managers,	the	problem	of	looking	after	subsidiaries	is	less	
pressing	than	the	problem	of	following	the	owners’	instructions,	because	the	
depositors	and	policy	holders	of	the	individual	banks	and	insurers	in	the	
conglomerate	beneEit	from	guarantees	provided	by	their	governments.	Westman	
(2011)	suggests	increasing	the	monitoring	incentives	for	the	(supervisory)	
board,	especially	in	banks	where	the	safety	net	reduces	the	monitoring	incentives	
of	depositors.	Esty	(1998)	suggests	extending	the	liability	of	owners.	

Liikanen	suggested	governance	requirements	

The	High-Level	Expert	Group	on	the	structure	of	the	EU	banking	sector,	pointing	
to	the	studies	listed	above,	also	underlined	the	crucial	role	of	the	board	and	
management	in	a	complex	group	and	suggests	strengthening	governance	and	
control	requirements	for	boards	and	management,	and	making	those	
requirements	enforceable	by	competent	authorities.	 	25

Complexity	hurts	

Lumpkin	(2010)	argues	that	the	greater	Einancial	and	economic	impacts	
associated	with	problems	at	larger	institutions	require	a	holistic	approach	that	
combines	transparency,	governance,	regulation	and	supervision.	ConEirming	the	
main	recommendation	of	the	Joint	Forum’s	report	on	the	Differenced	Nature	and	

	High	level	expert	group,	section	5.5.525

http://www.bis.org/publ/joint24.htm#http://www.bis.org/publ/joint24.htm
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Scope	of	Finanial	Regulations, 	he	asserts	that,	to	be	effective,	the	supervision	of	26

Einancial	groups	needs	to	fully	capture	and	treat	all	risks	and	entities	in	the	
group,	including	any	unregulated	companies.	Furthermore,	the	threat	of	failure	is	
a	core	component	of	market	discipline,	Lumpkin	says,	because	participants	have	
incentives	to	protect	their	own	interests	only	if	they	are	not	fully	protected.	He	
advises	incentivising	behaviour	consistent	with	the	longer-term	view	of	the	
institution	as	a	going	concern;	a	strengthening	of	the	accountability	of	managers	
would	be	part	of	such	behavioural	incentives.	

Blundell-Wignall	et	al.	(2009)	argue	differently:	group	structures	should	be	
simpliEied,	and	a	non-operating	holding	company	(NOHC)	structure	should	
distinguish	between	the	different	kinds	of	business	a	conglomerate	operates	in.	
In	their	view,	this	is	the	only	way	to	ensure	that	volatile	investment	banking	
functions	do	not	dominate	the	future	stability	of	the	commercial	banking	and	
Einancial	intermediation	environment	that	is	so	critical	for	economic	activity.	An	
NOHC	structure	allows	for	the	protected	capitalisation	of	the	separate	silos	and	
legal	separation	of	the	capital	pools	for	subsidiaries,	without	which,	they	claim,	
contagion	risk	cannot	properly	be	addressed.	Comparing	state-aided	and	non-	
state-aided	banks,	which	were	subject	to	the	exact	same	rules	but	were	operating	
in	businesses	with	very	different	risk	proEiles,	they	Eind	that	every	other	
structure	gives	too	much	leeway	for	risky	activities	impacting	on	crucial	Einancial	
intermediation	activities.	Resolution	mechanisms	for	smaller,	legally	separate	
entities	would	be	more	credible	than	those	required	for	the	large	complex	groups	
that	needed	to	be	rescued	by	their	governments.	As	in	Lumpkin’s	argument	
(2010),	it	is	the	threat	of	failure	that	disciplines	the	group;	the	necessary	
simpliEied	structure	is	a	consequence	of	the	necessary	discipline.	This	is	in	line	
with	Westman’s	(2011)	observation	that,	for	mixed	groups,	no	credible	threat	
can	be	found.	

Living	wills	raise	awareness	of	impact	given	failure	

A	powerful	mechanism	to	promote	responsible	behaviour	in	a	complex	setting	is	
to	ensure	that	the	managers	of	Einancial	institutions	and	their	counterparties	are	
aware	of	the	possibility	of	their	failure,	and	therefore	the	need	to	be	concerned	
about	risk.	The	threat	of	failure	(market	exit)	is	a	core	component	of	market	
discipline;	it	keeps	all	participants	honest	(Lumpkin	2010,	p.	131).	This	is	why	a	
living	will	requirement	was	added	to	Article	9	FICOD	in	Omnibus	I	(2010).	The	
Bank	Recovery	and	Resolution	framework	extends	this	requirement	to	the	entire	
banking	sector	and	thus	adds	to	credibility.	

The	living	will	concept	was	introduced	when	the	awareness	of	‘too	big	to	fail’	hit	
our	economies.	It	is	important	to	note,	however,	that	‘too	big	to	fail’	has	much	
less	to	do	with	size	than	with	structure,	as	Blundell-Wignall	et	al.	(2009)	pointed	
out.	These	authors	argue	that	systemic	impact	stems	from	two	factors:	the	
potential	interruption	of	Einancial	intermediation	in	an	economy	to	the	extent	
that	the	economy	would	suffer	signiEicantly,	and	the	connections	of	
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counterparties	to	the	failing	Eirm	to	an	extent	that	would	also	impact	the	Einancial	
intermediation	function	in	the	economy.	In	particular,	those	Eirms	that	engage	
relatively	more	in	derivative	instruments	are	more	interconnected	with	
counterparties	and	thus	expose	an	economy	to	systemic	risks.	The	ESAs,	in	their	
advice,	also	note	that	group	risks	and	resolution	issues	have	less	to	do	with	size	
than	with	complexity.	They	underline	that	even	in	small	conglomerates	
apparently	non-correlated	risks	might	interact	to	produce	negative	effects	
especially	in	times	of	stress.	This	is	why	the	extra	capital	buffer	for	systemic	
institutions	is	based	on	a	set	of	factors	including	size,	complexity,	connectedness	
and	complexity.	

Concluding,	when	a	group	combines	different	kinds	of	licenses,	thus	different	
kinds	of	business	lines	with	conElicting	interest	in	one	group,	there’s	no	
straightforward	solution	to	mitigate	conElicts.	What	remains	is	awareness	of	
failure,	and	a	plan	what	to	do	in	case	of	failure.	The	choices	in	the	recovery	&	
resolution	plans	should	have	implications	for	the	group’s	organisation	and	the	
incentives	it	gives	its	managers	today.	

3.5	Culture	as	group	risk	

Building	on	Kahneman’s	groundbreaking	insights	on	human	decisionmaking	
(2003,	2011),	among	others	the	World	Bank	describes	in	its	“World	Development	
Report	2015:	Mind,	Society,	and	Behavior”	how	people	think	automatically,	
socially,	and	in	mental	frames,	the	latter	determined	by	culture,	and	how	that	
affects	economic	development.	People	are	“group-minded	individu-	als”	who	see	
the	world	from	a	social	as	well	as	an	individual	perspective;	people	understand	
what	is	in	the	minds	of	others	and	often	act	as	if	their	brains	are	networked	with	
the	brains	of	other	people	(Tomasello,	2014).	What	others	think,	expect	and	do	
inEluences	our	own	preferences	and	decisions.	Recognizing	that	the	assumption	
of	rationally	deciding	and	independently	thinking	people	is	false	and	that	biased	
decision	making	is	enforced	by	culture,	culture	has	become	an	item	on	the	
agenda	of	Einancial	groups’	supervisors	as	well.	 	27

In	Europe,	De	Nederlandsche	Bank	(DNB)	took	the	lead	in	analysing	decision	
making	in	Einancial	institutions	and	developing	policy	tools	to	address	behavior	

	Special	thanks	to	Ashraf	Kahn	(IMF,	DNB)	for	providing	input	to	this	paragraph.	Interesting	27

literature	in	this	context	is	for	example:	Ariely,	D.,	2010,	Predictably	Irrational:	The	Hidden	Forces	
That	Shape	Our	Decisions.	
Bazerman,	M.H.,	A.E.	Tenbrunsel,	2011,	Blind	Spots:	Why	We	Fail	to	Do	What’s	Right	and	What	to	
Do	about	It	(summary	on	www.hbs.edu,	“Blind	Spots:	We’re	Not	as	Ethical	as	We	Think”,	April	20,	
2011).	
Shavell,	S.,	2010,	“When	is	it	socially	desirable	for	an	individual	to	comply	with	the	law,”	
Discussion	Paper	No.	682,	Harvard	Law	School.	
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that	may	hurt	the	safety	of	depositors,	the	soundness	of	the	institution	or	
Einancial	stability. 	28

The	policy	mechanisms	recommended	by	the	World	Bank	include	framing,	
anchoring,	simpliEication,	reminders,	and	commitment	devices,	as	well	as	
incentives	with	social	impact,	such	as	reputation	and	exclusion	or	inclusion.	
Policy	makers	can	employ	these	mechanisms	to	help	people	make	better	
decisions.	The	policies	applied	by	DNB	to	deal	with	culture	as	a	group	risk	
include	a	critical	dialogue	on	leadership	style,	decision	making,	group	dynamics	
and	intra-group	communication.	Moreover,	The	Netherlands	introduced	an	
obligatory	“banker’s	oath”.	If	bankers	break	the	pledge	—	which	consists	of	eight	
integrity	vows,	including	putting	clients’	interests	Eirst	and	taking	care	of	
shareholders	—	they	can	face	Eines	or	suspensions,	or	be	blacklisted.	

The	institute	for	government	in	the	UK	developed	a	tool	named	“MINDSPACE”,	as	
a	checklist	for	policy	makers	when	dealing	with	inEluences	on	our	behavior:	
messenger,	incentives,	norms,	defaults,	salience,	priming,	affect,	commitments,	
ego. 	More	recently,	Deloitte	published	a	clear	framework	how	to	look	at	culture	29

and	what	it	can	do,	especially	positively,	to	a	corporate	group. 	Still,	both	30

supervisory	boards	and	supervisory	authorities	apply	these	tools	in	dialogue	
with	a	Einancial	institution,	not	backed	yet	by	a	legally	enforceable	standard.	

3.6	Cyber	

The	accessibility	of	data	has	improved	enormously	with	the	digital	revolution	
and	has	given	great	potential	to	improve	Einancial	services.	At	the	same	time,	
however,	the	digital	revolution	has	also	made	exposures	to	unwelcome	sharing	of	
or	breaking	into	information	and	information	systems	in	principle	unlimited.	The	
awareness	of	this	risk	has	grown	lately;	among	others	the	CRO	Forum	published	
a	study	how	to	analyse	this	development	and	possible	ways	to	protect	a	Einancial	
group.	

A	cyber	threat	is	deEined	by	the	BIS’	Committee	on	Payments	and	Market	
Infrastructures	as	a	circumstance	or	event	with	the	potential	to	intentionally	or	
unintentionally	exploit	one	or	more	vulnerabilities	in	a	Einancial	market	
infrastructure’s	(FMI)	systems	resulting	in	a	loss	of	conEidentiality,	integrity	or	
availability. 	Like	the	other	group	risks,	cyber	risk	is	not	predictable	and	cannot	31

be	measured	or	completely	controlled.	Being	part	of	a	network	comes	with	an	
exposure	to	actors	who	are	after	the	information	and	value	shared	in	that	

	De	Nederlandsche	Bank	(2013),	Leading	by	example,	Conduct	in	the	board	rooms	of	Einancial	28

institutions	
De	Nederlandsche	Bank,	2009,	The	Seven	Elements	of	an	Ethical	Culture:	Strategy	and	approach	to	
behavior	and	culture	at	Ninancial	institutions	2010-2014

	Institute	for	Government,	2009,	MINDSPACE,	InEluencing	behaviour	through	public	policy29

	Deloitte	(2013),	Culture	for	sceptics,	the	catalyst	for	strategy30

	Note	that	the	focus	in	Basel	is	on	infrastructures,	not	on	banks	or	networks	speciEically.	The	31

implications	of	cyber	threats	for	the	latter	are	still	investigated.
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network.	This	applies	to	any	actor	that’s	part	of	a	complex	network	in	the	
Einancial	system,	infra-structure,	international	bank,	or	large	Einancial	
conglomerate.	

Although	the	internet	has	been	existing	for	some	decades	now,	the	awareness	of	
cyber	risk	only	increased	with	repeated	malware-attacks	some	decade	ago.	Cyber	
risk	scenarios	include,	however,	much	more	than	technical	“attacks”	and	more	
and	more	scenarios	are	related	to	governance	issues.	The	CPMI	describes	three	
broad	scenarios:	
1.	A	conEidentiality	breach,	which	involves	conEidential	information	being	stolen.	
2.	An	availability	breach,	where	the	services	provided	by	an	FMI	are	inaccessible	
or	unusable	upon	demand	by	authorised	entities	(e.g.	because	the	channels	of	
communication	between	an	FMI	and	its	participants	and	other	organisations	are	
unavailable)	but	where	the	systems	per	se	are	still	intact.	
3.	An	integrity	breach,	which	is	the	corruption	of	an	FMI’s	data	or	systems	
affecting	the	accuracy	or	completeness	of	the	information	and	processing	
methods	(and	which	could	also	impact	the	availability	of	services).	

Of	the	scenarios,	the	availability	breach,	a	technical	attack	which	blocks	the	use	
of	infrastructures	for	a	while,	is	the	most	visible	for	the	general	public,	but	the	
least	problematic	for	the	soundness	of	the	Einancial	system.	The	highest	impact	
these	days	comes	from	conEidentiality	breaches,	such	as	stealing	identities	or	
identity	fraud,	which	can	severely	impact	the	public’s	general	trust	in	the	system.	

The	recommended	measures	for	infrastructures	are	along	the	lines	of	the	
measures	suitable	for	the	other	group	risks,	an	integrated	approach	of	three	
dimensions:	
1.	Scope:	Generally,	FMIs’	cyber	resilience	frameworks	address	a	number	of	
scenarios	that	may	result	from	a	cyber	attack,	including	a	conEidentiality	breach,	
an	availability	breach	and	an	integrity	breach.	
2.	Cyber	governance:	The	framework	covers	not	just	an	FMI’s	IT	infrastructure,	
but	also	people,	processes	and	communication.	
3.	Range	of	measures:	It	is	essential	for	an	FMI	to	apply	a	wide	variety	of	controls	
to	effectively	(i)	prevent	a	cyber	attack	from	occurring,	(ii)	detect	an	attempted	
or	successful	attack,	and	(iii)	resume	services	at	pre-agreed	levels	after	an	attack.	

Experience	this	last	decade	learns	that	often,	“the	attacker	is	already	inside”	and	
prevention	seems	outdated	per	deEinition.	Detection	has	become	priority	no.	1,	
followed	by	protocols	for	the	most	speedy	recovery	as	possible.	Financial	
institutions	that	are	part	of	a	complex	network	must	at	all	times	be	aware	of	
potential	risks	and	scenarios.	Agility	in	the	organisation,	the	skill	to	detect	and	
immediately	act,	appears	crucial	to	overcoming	the	consequences	of	adverse	
scenarios.		

Therefore,	supporting	regulatory	frameworks	that	intend	to	protect	the	integrity	
of	FMIs	are	principle	based.	The	Directive	for	internet	payments,	the	payments	
services	directive	2	(revising	directive	2007/64),	and	the	electronic	
identiEication	regulation	(910/2014)	are	examples	of	principle	based	
frameworks	seeking	for	a	sound	Einancial	system.	But	as	far	as	banks	are	either	
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themselves	a	complex	network,	or	part	of	a	broader	complex	network,	the	
required	agility	is	mentioned	nowhere	in	their	regulatory	prudential	framework.		

4.	The	Swiss	way	

As	early	as	2008,	Swiss	groups	were	exposed	to	the	dynamics	leading	to	one	of	
the	biggest	Einancial	crises	we’ve	seen.	The	Swiss	supervisors	were	fast	to	
support	their	need	to	monitor	potential	contagion	and	risk	concentrations	in	the	
system	and	within	their	biggest	groups,	by	publishing	a	series	of	circulars	
specifying	how	groups	need	to	reveal	their	group	structure,	their	intra-group	
transactions	and	their	solvency	position	at	different	levels.	The	purpose	of	these	
circulars	was	to	indicate	dependencies	and/or	conElicts	of	interest	of	individual	
entities	with	other	entities	within	the	group,	and	to	idenitfy	contagion	risk	(risk	
that	problems	of	one	undertaking	will	encroach	upon	other	parts	of	the	group/
conglomerate). 	32
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5.	So	what?		

Of	course,	banking	groups	that	survived	the	crisis	well,	have	a	good	chance	to	
survive	the	next	crisis	too,	and	they	will	continue	to	apply	measures	addressing	
group	risks,	i.e.	uncertainties	unrelated	to	their	business	but	very	much	related	
to	being	part	of	a	complex	network.	For	those	groups	no	new	regulation	is	
necessary,	not	even	justiEied,	as	they	can	use	their	group	risk	management	as	an	
indicator	to	prove	their	reputation.	For	many	other	banking	groups,	however,	
addressing	group	risks	may	still	not	be	common-place	and	may	never	be,	unless	
they	are	forced	to.	When	any	crisis	disrupting	the	Einancial	system	wil	pop	up	
again,	again,	these	banks	will	not	know	who	needs	to	pay	what	to	whom,	which	
entities	are	their	crucial	hubs	to	keep	their	infrastructure	going,	and	which	
exposures	are	most	vulnerable	to	adverse	developments	or	threats	that	hit	many	
parts	of	the	group.	Or	maybe	they	know,	given	the	Eindings	of	the	exercises	that	
resulted	in	the	groups’	recovery	plans	and	their	supervisors’	resolution	plans,	
but	they	didn’t	follow	up	yet	as	to	necessary	structural	changes	or	changes	in	
intra-group	contracts.	Following	up	the	necessary	actions	as	identiEied	by	the	
recovery	&	resolution	plans	of	the	Banking	Recovery	&	Resolution	Directive,	
would	be	a	good	start.	Including	the	management	of	group	risks	on	a	daily	basis	
would	add	value	to	that	follow	up.	The	actual	application	of	existing	tools	to	
identify	and	mitigate	group	risks	would	prevent	the	contagion	in	the	banking	
system,	which	we	saw	especially	at	the	beginning	of	the	crisis,	as	well	as	
unexpected	so-called	“unprecedented”	concentrations	of	risks	materializing.	For	
the	inclusion	of	group	risk	management	for	complex	banking	groups	in	the	
regulatory	framework,	I	recommend	the	following	to	policy	makers	in	Europe.	

All	large	complex	Ninancial	institutions	are	Ninancial	conglomerates	

I	hope	that	at	the	end	of	this	paper	it	is	clear	to	the	reader	that	in	my	view	
restricting	group	risk	management	to	bancassurance	groups	meeting	certain	
thresholds	doesn’t	make	sense.	Any	Einancial	group	combining	businesses	in	
whatever	form	should	be	dealing	with	it’s	group	risks.	A	simple	way	to	include	
group	risks	in	the	banking	rules	in	Europe	is	specifying	article	123	of	CRD	IV	(the	
directive),	or	the	chapter	around	article	123	regarding	the	responsibilities	of	a	
banking	group’s	parent.	A	more	indirect	way	would	be	to	align	the	deEinition	of	
Einancial	conglomerate	in	FICOD	to	the	Joint	Forum’s	deEinition.	

Capital:	risk	weight	holding	in	insurance	only	if	group	risk	management	is	applied		

Allowing	accounting	consolidation	for	supervisory	purposes	while	the	
underlying	accounting	rules	of	the	collective	of	regulated	entities	are	not	
consistently	applied	across	the	group	is	asking	for	confusion.	For	starters,	clarity	
regarding	the	applicable	accounting	rules	is	in	my	view	a	prerequisite	to	even	
think	about	applying	a	risk	weight	to	a	holding	in	the	insurance	leg	of	the	
conglomerate.	

Second,	also	when	accounting	rules	are	the	same,	assuming	that	capital	which	is	
booked	in	a	different	jurisdiction	will	be	transferred	cross-border	under	stress	is	



working	paper

Linda	van	Goor,	October	2015	 	 It’s	easy	to	miss	something	you’re	not	looking	for

naive.	Double-checking	intra-group	contracts	for	seniority	of	claims,	and	re-
assuring	that	indeed	liquidity	is	available	under	stress	to	transfer	funds	from	one	
entity	to	another	entity	in	a	different	jurisdiction	is	the	least	a	CFO	can	do	to	get	
the	comfort	of	sufEicient	available	buffer	in	times	of	stress.	

Both	article	49	CRR	and	article	6	FICOD	could	be	amended	in	a	way	that	ensures	
the	availability	of	capital	when	it’s	needed	under	stress.	

Require	matrices	of	risk	concentrations	and	of	intra-group	transactions	

For	risk	concentrations	and	intra-group	transactions,	the	existing	reporting	
requirements	in	Europe	could	be	improved,	or	replaced,	learning	from	the	Swiss	
approach:	matrices	of	stress	tested	risk	concentrations,	and	matrices	revealing	
intra-group	impact-given-failure.	The	RTS	as	provided	by	the	Joint	Committee	of	
the	ESAs	speciEies	what	risk	concentrations	are	and	which	intra-group	
transactions	are	observed.	This	helps	ensure	that	the	supervision	of	risk	
concentration	and	intra-group	transactions	is	carried	out	in	a	consistent	way.	But	
it	needs	to	be	strengthened	with	tools	that	prevent	failure	by	preparing	for	the	
worst.	Enforcing	the	combination	of	the	RTS	on	Article	7	and	8	FICOD	with	the	
requirement	of	article	9b(1)	FICOD	to	stress	test	individual	exposures	can	
achieve	this.	

Given	the	Joint	Forum	recommendations	referred	to	above	and	similar	
observations	by	the	Liikanen	group,	applying	the	banks’	large	exposures	regime	
at	the	ultimate	parent	level	of	the	conglomerate	could	also	be	considered,	
covering	all	regulated	and	non-regulated	entities	in	the	group.	

Make	parent	responsible	for	addressing	conNlicts	of	interest	and	complexity	

FICOD,	CRD	and	Solvency	II	contain	requirements	for	regulated	entities	with	
respect	to	their	governance	and	remuneration	policies	at	parent	level.	The	living	
will	requirement	in	FICOD1	was	strengthened	by	the	Bank	Recovery	and	
Resolution	Framework.	The	Banking	Structures	Directive	requires	independent	
capitalization	of	risky	business.	What	these	frameworks	do	not	yet	cover	is	the	
enforceable	responsibility	of	the	head	of	the	group	or	the	requirement	for	this	
legal	entity	to	be	ready	for	any	resolution	and	to	ensure	a	sound	group	structure	
and	the	treatment	of	conElicts	of	interest. 	This	could	be	achieved	by	enriching	33

the	test	of	complex	groups’	parents’	boards,	the	Eit	&	proper	test	of	the	
conglomerate’s	ultimate	parent’s	board	members,	in	the	spirit	of	the	Rozenblum	
doctrine:	applying	one	common	strategy,	checking	two-way	beneEicial	intra-
group	relationships,	and	respecting	the	Einancial	soundness	of	all	indiviudal	legal	
entities.	

Keep	track	of	culture	and	cyber	as	group	risks	in	regulatory	progress	

	This	was	also	the	main	message	in	the	JCFC’s	advice	regarding	the	fundamental	review	of	the	33

Einancial	conglomerates	directive	(2012).
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Culture	and	also	cyber	are,	like	conElicts	of	interest,	mostly	behavioral	concerns	
which	can	be	mitigated	by	behavioral	measures,	such	as	awareness	tests	and	
incentive	compatible	intra	group	contracts.	Along	the	same	line	as	above	with	
respect	to	conElicts	of	interest,	accountable	parents	taking	responsibility	for	
dealing	with	the	scope,	governance	and	measures	regarding	potential	threats	to	
the	organisation	should	be	recognized	as	crucial	to	the	soundness	of	the	Einancial	
group	as	a	whole	and	its	constitient,	regulated	and	non-regulated,	entities.	This	
implies	enriching	article	13	of	FICOD,	as	well	as	specifying	article	17	with	respect	
to	parents	who	don’t	take	that	responsibility.	

Finally	–	the	only	credible	threat	is	failure	
I	was	educated	in	a	school	that	regards	reputation,	trustworthiness,		a	crucial	
asset	for	the	success	of	a	Einancial	intermediary. 	Any	actor	in	the	Einancial	34

market	should	prove	it	is	worthy	to	get	your	credit,	in	all	senses	of	the	word.	A	
parent	body	taking	responsibility	for	the	scope,	governance	and	measures	to	
mitigate	group	risks	can	stand	out.	One	of	the	major	crisis	lessons	for	Einancial	
groups’	boards	was	“understand	your	risks”	and	those	include	group	risks,	also	
the	ones	relating	to	risk	models	and	IT	systems.	Today,	bank	managers	will	be	
cautious	with	quotes	like	“We	dance	as	long	as	the	music	is	on.”.	Instead,	they	
have	to	prove	they’re	worthy	your	credit,	your	trust.	Regulating	all	possible	
adverse	scenarios	and	harmonizing	risk	management	and	governance	systems	
across	the	Einancial	sector	would	kill	this	possibility	of	developing	reputation.	As	
such,	I’m	not	in	favour	of	regulating	everything		and	I	prefer	leeway	in	the	rules,	
which	gives	those	who	do	good	the	opportunity	to	show	they’re	doing	better	
than	others. 	35

The	limit,	however,	is	where	society	bears	the	cost	of	failure	while	Einancial	
groups’	managers	reap	the	beneEits	of	success.	This	is	where	Einancial	groups’	
failure	could	have	been	prevented	with	straightforward	tools	and	systems,	such	
as	those	described	in	this	paper.	Knowing	they	can	fail,	is	a	crucial	element	in		a	
group’s	board	members’	awareness	of	group	risks,	inducing	a	plan	to	monitor	
and	mitigate	them.	I’ve	known	the	European	Commission	as	an	institute	that	can	
make	well-considered	choices	as	to	where	to	regulate	and	where	to	leave	leeway,	
and	to	correct	the	regulatory	framework	when	this	balance	is	disturbed.	The	area	
of	group	risks	is	in	my	view	not	an	area	to	give	too	much	leeway.	

	� 	  

	E.g.	Boot,	Greenbaum,	Thakor	(1993),	Diamond	(1991)	34

	For	example,	the	current	debate	on	Social,	Environmental	and	Governance	values	in	the	35

Einancial	sector	should	in	my	view	not	lead	to	a	standardization	of	ESG	reporting.	This	would	take	
away	the	opportunity	from	an	investor	to	distinguish	those	who	hide	their	information	from	
those	who	opened	their	doors	to	come	and	check	the	application	of	their	ESG	values.
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